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1 BBEAOEHMUE

KnueHnTckas noytoBas nporpamMma RexFlyPlus obecneunBaeT nosnb3oBaTento BO3MOXHOCTL 06MeHa no
CBK I'Y LB P® kak B py4HOM (Yepe3 nHTepdeinc nporpamMmmsbl), Tak M aBTOMaTUYECKOM pexume.

Bbl MoXeTe ucnonb3oBaTb nporpammy Al RexFlyPlus ans pabotbl yepe3 noboro onepatopa CBS3w,

npeaocTaBnsowero kaHan ceasu ¢ pecypcamu LB P®, B Tom uncne n AO dupmbl «Kny6-400».

B 3aBMCMMOCTM OT TOro, KaHaJIoM KaKoro onepatopa Bbl nonb3yertecb, pyKOBOACTBYWTECH
COOTBETCTBYIOLMM MYHKTOM MHCTPYKLUMM B YacTW TPaHCMOPTHbIX HacTpoek (2.1.1 nan 2.1.2).

2 HACTPOUKA
KnueHTCKon nporpammbl AreHT lNonb3oBaTtens
(AN) REXFLY (c Bepcuun 2.0.83)

YctaHoBuTE  nporpamMMmy  RexFLY ¢ aucTpubyTvBa,  KOTOpbIA  pa3MelleH Mo CCbUIKE:
http://www.rex400.ru/rexfly.

Mocne yCTaHOBKM MPOrpaMMbl OTKAXWUTECb OT PerucTpaumu YYeTHOM 3anvMcuM — CHadana Hago 6yaer
co34aTb HOBOE TPaHCMOPTHOE COEAMHEHME U TOJSbKO MOC/E 3TOM0 — 3apermcTpMpoBaTb HOBYIO YYETHYHO
3anucb ansa pabotbl ¢ CBK.

[Ons paboTbl ¢ CBK Bbl nonyunnu B LUb PO aBe yyeTHble 3anuMcv — OQHY Ans OTMpaBku, APYryro —
Ans npuema nHdopmMaumu.

BbinonHUTE HAaCcTPOVKM AN KaXXAO0M M3 y4YeTHbIX 3anuceil B COOTBETCTBME C HDKENepeYncrIeHHbIMU
pekoMeHAaumaMu.

2.1 TpaHCNOpPTHbIE HACTPOUKMU

2.1.1 HacTtpounkm ansa pab6oTtbl no kaHany cBasn ot AO ¢upmbl «Kny6-400»

[nsa obecneveHuns 3awmiieHHoro obMeHa ¢ ncnonb3oBaHnem obopyaosarms AO dupmMbl «Kny6-400»,
nogkntodeHHoro Kk CBK LB P® no BbliAeNeHHOMY KaHany persiaMeHTUpOBaAHHOIMO onepartopa,
npeanosaraeTcs UCnonb3oBaHne BCTPoeHHoro VPN — coeanHeHust Mexxay obopyaoBaHMeM aboHeHTa
n obopyaosaHnem AO dupmbl «Kny6-400», obecneunBaemMoro nOAAEPXKKOM BCTpoeHHbIXx VPN —
cpeacts B knneHTckoe MO REX400.

Ha obopynoBaHum AO dumpMbl «Kny6-400» yxke noaaep>XvMBaeTcsl BO3MOXHOCTb opraHmsauun VPN —
coeanHeHust ans pabotsl ¢ CBK, a MeHHO:

e POP3 — coeamHeHun,

e SMTP — coegMHeHWI,

e Telnet — ayTeHTUdMKaUMN.


http://www.rex400.ru/rexfly
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B MEHI0 TPaHCMOPTHbLIX HAaCTPOEK CO3AaNTE HOBOE TPAHCMOPTHOE COEANHEHME:

CepBuc -> TpaHCIOPTHbIE HACTPOHKH

Eciv B CrnMCke [OCTYMHbIX COEAMHEHWUN YX€ MPUCYTCTBYET

CBR_vpn,

NMpocTo npoBepbTe
COOTBETCTBME €ro HACTPOEK HWKEMPUBEAEHHLIM WM HAXMTE KHOMKY </406asutb> W 3apante

cneapyrowmne napaMeTpbl HOBOro TpaHCNOPTHONO COEANHEHUSA:

B cneaytowem 6noke avanora «TpaHCNOPTHbIE HACTPOMKK» 3aAalTe NapaMeTpsbl

MUmsa: MHeMOHMYeckoe 0603HaYEHNe CO31aBAaEMOro Tuna TpaHcrnopTa (toboe)

r 5
TpaHcnopTHelE HECTPORMKN @
Crvcok gocTyNHEE COBIMHEHIRA
tcp/ip (rexd00.u T
tep/ip rexd00.u 55L0)
modem (oCHOEHOH MOAEMHEIR ryn)
modem [pesepeHbIE MogeMHEIR myn 1)
T —
Yoanuts

ABETOMETUYECKOS MOAKMOUEHWE K CEpEEpy pa2E 10 MuH.

[ naccuBHbIA peskanm TpaHenopTa coobuLeHiA

nopT AnA exoaAuwx coemHerwid (TCPAP): | 15022

TMpK COEQMHEHWM C CEPEEPOM :

() Tonsko oTPaBRATS

() ToneKo NpUHAMETE

Pexaaa "pyuHolt oipasn”
@ OmpasnATs 1 MpUHUMaTE

[ ok | [ cancel

Puc. 2

Tvn nogKoUYeHUs K cepBepy: Bbi6paTh U3 CNMCKa 3HAYEHUS:

POP3 cepBep (Bxoasulas noyrta)

IP - 10.0.8.1
Mopt -110
SMTP cepBep
IP -10.0.8.1
Mopr -25

[JonosiHuTenbHas aBTOpM3auusa
ayTeHTuduKaummn ans pabotsl ¢ CBK).

P
Mopt

SMTP/POP3
SSL/TLS — oTk/Ito4eH

- 10.0.8.1

-23

Mapametpbl VPN-coeguHeHMs

BKNIOUMTL (MMeeTca BBuAY wucnonb3oBaHne TELNET —

JloruH - ykasaTb JIOruH, NonyyeHHsI B pamMkax Jorosopa ¢ AO ¢upmon «Kny6 - 400»

(yka3saH B none 3asiBkn «ObMeH ¢ CBK LB PO. JTnuHbin naeHtndumkatop (Login)»)

Maponb- yka3zath lNaponb, NonyyeHHbIM B pamkax Joroeopa ¢ AO dupmon «Kny6 - 400»
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Hanpumep:

F -
CeoicTea TpaHcnopTa Iﬁ

Tun NomKNIoYEHAA K CEpEEpY:

SMTP/POP3 v | |SSLTLS omeniouen v |
POP3 cepeep (EaonALLEA NouTa) Mopr: 110
10.0.81
Mopt: 25

SMTP cepeep (MooaAWaA noyTa)
10.0.81

Mapametpel VP MN-coe aMHEHIRA:

['.'-"cmHnEme ppafsepa VPN
MNaruH: MNaponk:
test1 TIIL)

TpnonHuTenEHaR SETOPUSELMA

[¥] Brnioumms
Agpec: 10.0.81 Mopr: 23

Puc. 3

[nsa coxpaHeHns MapaMeTpoB HaXkMUTe KHOMKY <OK>.

BH M MAH M E! AN OBECMNEYEHUA PABOTbI VPN — COEAMHEHUA HEOBXOAMO
OBECMNEYNTb HA CETEBOM YPOBHE AOCTYIN K YKASAHHOMY CETEBOMY ALIPECY
vpn.rex400.ru MO NMOPTY 22522.

MporpaMma «AreHT [Monb3oBatenss RexFLY» MpoOBEpPWUT Ha/iMuMe YCTAHOBMEHHLIX ApPaniBEPOB ANS
pgoctyna yepe3 VPN - coeamHeHue. Ecnu Heobxogmmble VPN - gpaiiBepa He YCTaHOB/EHbI, TO Ha
3KpaHe NosIBUTCS NPeAsIoXKEHNE YCTaHOBUTbL 3TV ApanBepa Cleaytowero Buaa:

! 5 BHuMaHne, HeoBxoaumele onA paboTel VPN opaieepa B GMCTEME HE 00Hapy#eHel, YCTaHOBWTE Apaisepa VPN?
L]

L] Het

Puc. 4

Mocne HaxaTna kHorknm <[a> nporpamMma [o6aBUT B CUCTEMY HOBOE CETEBOE COeAMHEHVE W
yCTaHOBUT cooTBeTCTBYloWwMe VPN — ApaiiBepa, BblAaBasi B NpoLecce YCTaHOBKM Ha 3KpaH cregytoLime
coobLieHus:
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OBHa ODOpDYNOB4

1] E MporpammHoe ofecnederve, YCTAHAEMMEIEMOE AMA:
-
TAP-Win32 Adapter V3

HE TECTMPOEANOCE Ha coeMecTmMocTe ¢ Windows XP. (
MNoppofHee 0 TAKOM TECTMDOEaHWMW.)

YcraHoBKa 3TOMD NPOrPaMMHOIT 0BeceYeHns MOXET
HapywuTe paboTy cacreMu. Microsoft pexomerioyet

REE

NPpEKPaTTE YCTAHOEKY M 0GDETMTECA K NOCTaELWKY
nperpaMmMHero obeoeyeHnn 3a BEpoed, Npowegued
NpCBEPKY HE COBMECTMMOCTE.

Boe paeHo npoporsM e l [ Mpespa™MTE yoTaHOBRY

Puc. 5

Y6eanTech, YTO B CMCKE TPAHCMOPTHLIX COeAMHEHMI 106aBUNOCh BHOBb BBEAEHHOE, HanpuMep:

TpaHcnopTHeIE HACTPOMKKW l&]

CrMCoK QOCTYMHBIX COBMMHEHA:

top/ip (rexcd00 )
top/ip (rexd00.u S5L1)
modem (oCHOBHOR MOAEMHEIA Myn)

modem (pesepEHLIR MogeMHEI myn 1) | [Lofiasuts |
chrf

= ==

T
vpn2
vpn3

V| AsToMaTMYECKOE NOOKMIDYEHHME K CepBepy pas B 10 MWH.

MACCHBHBIA PEXAM TREHCNOPTE COoBLLEHWIt
NopT ANA EX0AALLX coeuHennid (TCP/IP): | 15022

IMpw cCoemMHEHM C CEPBEPOM :
Tonkko 0TpaEnATE
TonsKo NPUHAMETE Pexam “pyuHoi

@) Ompaenate u MpuHaMaTs

oK | | Cancel

Puc. 6
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2.1.2 Hactpouku ana paboTbl N0 COOGCTBEHHOMY KaHany cBA3u (OT Apyroro
oneparopa)

B cnyyae ncnonb3oBaHMa anbTepHaTUBHOrO orepaTopa CBA3W, npefocTaBnsowero BaM kaHan ces3u

ans obmeHa no CBK c LB P®, pykoBoACTBYMTECH HACTOALWMM pa3fdefioM WHCTPYKUMM Ans
TPaHCNOPTHbLIX HAaCTPOEK.

B MeHI0 TpaHCMOPTHbIX HAaCTPOEK CO3AalTe HOBOE TPAHCMOPTHOE COeAMHEHNE, BbibepuTe Ans 3TOro

Cepsuc -> TpaHCIIOPTHbIE HACTPOHKH

1 HAXXMUTE KHOMKY <Z06aBuTs>:

”

-
TpaHCNopTHLIE HACTROMKN Lﬁ

CrvcoK 0ocTyNHEEK COEMMHEHMIA;

tep/ip (rex400. S5L) —
modem [DCHOBHOM MO AEMHBIA Myn)
modem (pesepeHEId MogeMHEI nyn 1)
T —
Yoanute

AgTomatiueckos NogknioveHne K cepeepy paz B 10 MIH.

[ naccMBHBIA peskiM TPEHCNOPTE CoOBLLEHMA
NopT ANA ExoaAwmy coegdenwi (TCPAIP). | 19022

TpK COBMMHEHWA C CEPEEPOM :

) Tonsko 0MPaENATE

_) TonkKo NPMHUMETE Pexamm "pyuHolt ompaeik

@ OmpasnaTe U MpUHUMETE

[ ok | | Cancel

Puc. 2
B cneaytollem 6510ke ananora «TpaHCNOPTHbLIE HACTPONKK» 3aaliTe NapaMeTpbl:

NMsa: MHeMoHMYeckoe 0603HaYeHMe CO34aBaeMOro TuMa TpaHcropTa (ntoboe)
Tuvn NoAK/IIOUYEHUS] K CepBepY: Bbi6paTb M3 CNMCKa 3HAYEHUS:

SMTP/POP3

SSL/TLS — oTk/to4YeH
POP3 cepBep (Bxoasias nourta)

IP - 192.168.19.4
Mopt -110

SMTP cepsep
IP - 192.168.19.3
Mopt -25

[JononHutenbHas aBTOpM3aUus —
ayTeHTudmKaumm gns pabotel ¢ CBK).

IP - 192.168.19.20
MopT -23

BKIOUMTL (MMeeTcs BBMAY wcnonb3oBaHne TELNET -

B cnyyae vcnonb3oBaHWs MHAMBMAYanbHOrO nornHa u napons ans TELNET — ayTeHTudwukaumn —
33[aTb UX B OTAENbHbIX MONSAX.
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MapameTpbl VPN-coeauHeHus
- AO/MKHbI 6bITb OTKAOYEHDI

Hanpumep:

| CeoicTEa TRAHCNopTA

| Hrar: K
| CBR_SMTP_POP3 |

1.

Cancel
Twn NoOaKMIOYEHNA K CEPEEPY: [
SMTP/POP3 w~ | | S5L/TLS omimiouen I
| POP3 cepeep (ExogAwan nouta) Mopr: |110 !
|192.153.19.4 | !
SMTP cepeep (McxonAwlan noyTa) T - i
|1EI'2.1EE.1EI'.3 |
MNapameTtpel VP N-coemaHeHa:
YCTaHoBWTE OpaiBepa ¥nanuTe Yepes VPN
VPN npaieepa YPM

Yepes Yo OocrT.
Maran: Maponk:
pesSepBHLIA

| LononHuTensHan SETOPMSaLMA
|

Apec: |192.1EE.19.2D | Mopr:

Mcnonbs08aTe 0TAENEHEIR NEPoNs:

MecnoneS0BaTs OTAENEHLIA NOMMH: |Te|ne‘t_|ogin| |

Puc. 3

NS cCOXpaHeHMsi NapaMeTPOB HAaXMUTE KHOMKY <OK>.

Y6eautech, UTO B Cncke TPaHCNOPTHbIX CoefiIMHeHMI 106aBNNOCL BHOBb BBEAEHHOE, HanpuMmep.
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' TpaHCNOpTHEIE HACTPOMKK R

CrWcor BocTyMHELR COEOMHEHWA:

I [FAXGATE3 BN e (Y
. |rex4D0ru (SSL/TLS) |
TLXGATE r :
vbr ss! 1
| |tcpdip freserve rex400.mu) |
top/ip (reserve rexd00.u 55L1) YianuTs
localhost
localhost !

N

CBR_SMTP_POP3 6 v |
]

ABTOMATUYECKOE NOAKNOYEHWME K CEQBEDY pa3 B MHH.

[ naccuenem pexam TparcnopTa coobwenii
nopT ANA BX0AAWME coemuHeHwi (TCPAP): 15022

[]Nocne kaxnoi cecom sakpeisats VPN

MpK coeaMHEHMM © CEPBEPOM |

() Tonkko oTpaensaTs
() Toneko NprHAMaTs Pexim "pydHoi oTnpaskm
(®) Ompasnats 1 MpuHAMaTE

| [] BpemetiHoi mamint Ha oTrpasiy 0 MIH.

oK Cancel

Puc. 6

2.2 HacTtpounku y4yeTHOM 3anucu

Mocne co3aaHusi HOBOro TPaHCMOPTHOMO COEAMHEHMS!, CO3AaNTEe HOBYIO YUYETHYIO 3anuch:
CepBuc -> Y4yerHbie 3annucn -> [Jo6aBuTe

B 6noke auanora «PefakTMpoBaHWE YYeTHOW 3anucu» 3afaTe NapaMeTpbl HAaCTPOEK CReAyOLIMM
obpazom:

TpaHcnopTt — BblbepuTe M3 COMCKa TOMbKO YTO CO3AAHHOE TPacnopTHOE
coeanHeHune (Hanpumep, CBR_SMTP_POP3),

JloruH u MNMaponb - BBeAWTE 3Ha4YeHus, nosyvyeHHble npu peructpauun B CBK LB PO
(3akntoveHnn Cornawenus c Lib PO),

Apapec nNouToBOro siluKa — BBEAWTE 3HaYeHue Ans CBoel yyeTHomn 3anucu B CBK, nonyyeHHoe
npu pernctpaumm B CBK LIb PO (3akntouveHnn Cornawenms ¢ LIb PD).

UmMsa oTnpaBuTtens — BBeAuUTE MMS OTnpaBuTenss — 3TO coaepXaHue nons Appec
MOYTOBOIrO fALYMKA 40 CMMBONa ‘@',

MUmMa yueTHOM 3anucu — noboe MHeMOHU4Yeckoe obo3HayeHne Habopa napameTpoB AAHHOMO

AaHHoro 6noka auanora.

Haripumep:
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PegakTnpoBaHue yYeTHOA 3anKcn >

OBwve  Cepmgukar

! MNorwn: [svk8888n1 | Maponk: |nnuu

CoXpaHATs Naponkb Ha AMCKe

| MNapamMeTpEl NOYTOBOrD ALWLMKA

Afpec NoYTOBOrD ALKMKE |5vk8333n‘| @svk mskatu.cbrru |

I Ma oTipaenTena |S\rk3883n1 ‘ i

PacumperHbie HacTpoiku POP3
XpaHeHwe ExooAwKs cooflLeHWid HE cepeepe:

¥ oanATe cpazy Nocne Npuema e
Wrma yueTHOA sanmuc: TpaHcnopT:
|5\rk&E~E»En1 CBR_SMTP_POP3 W

Menonb3oBate B ceaHcax CEAIM
Hactponte

OmaeHa MpHMEHrTE
Puc. 7

[nsa coxpaHeHns NapaMeTpoB HaXKMUTe KHOMKY <OK>.
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3 PABOTA
C UCNONb30BaHUEM KNMEHTCKOM nporpammbl (All)
REXFLY (c Bepcuun 2.0.83)

3.1 dPopmaT 1 CTPYKTypa coobLieHumn

Mocne co3aaHUs HOBOFO TPAHCMOPTHOrO COEAVHEHWS], CO3AalTe HOBYIO YUYETHYIO 3anuchb:

Mocne HacTpoMkK KnneHTckol nporpamMmbl REXFLY Bbl MoXeTe BbiNonHsSTL 06MeH (OTrnpaBka/npuem)
noytoBbIMM coobuweHmsimn ¢ CBK MITY UB P® ¢ ucnonb3oBaHueM npoTokonoB SMTP/POP3 u
aBToMaTuueckor TELNET — ayTteHTuduKaumen, nopaepxmeaeMbix B REXFLY B cooTBeTcTBME C
pernameHTupyowmnMmn aokymeHTamm LB PO.

OBPALLAEM BALUE BHUMAHMUE HA TO, uto knmeHtckoe MO REXFLY obecneuvsaer
npaBuIbHOCTL (hOpMaTOB NepesaBaeMblX NOYTOBbIX MIME-cooblyeHui, a

NpaBUIbHOCTb CTPYKTYPbl UCXOASLLEN KOPPECMOHAEHUMN, aapecoB nonyyaTenen ans obmeHa
yepe3 CBK gomxHbl 06ecneunBaTbCsl NOJsIb30BaTe/IEM NporpaMMmbl B COOTBETCTBUE C
pernamMeHTUpyrowiMM pAokymMeHTaMm LB P®, B 4acTHOCTU, <«TEeXHUYECKUM YCIOBUSIM
MH(OPMALIMOHHOIO  B3aUMOAEWNCTBUS  KIMEHTOB baHka PoccuM v TeppuTOpuarnbHbIX
yuypexaeHui baHka Poccum ansi o6MeHa CTaTUCTUYECKOM OTYETHOCTBIO®.

Hanpumep, nns otnpaBku coobuleHns B LIKKW ¢ nonyyeHneM KBuTaHUMKM 06 ycnewiHoW obpaboTke

cooblieHns HeobxoanMo OTrpaBuTb COObLLEHNE:
Agpec nonyyarens ckki@ext-gate.svk.mskgtu.cbr.ru

B TekcToBOI YacTu ykas3aTb AckRequest=true
MpukpenuTb aiin B Tpebyemom LIB PO cdopmare.

IMpumep TecToBOro CoobLIeHMS:

. E=E)

il TEST

®aiin  [Mpaska Bwg Bcraska Cepewc  Cnpaska

2 a2 X | & ©
Pepaktup... Meuats ¥Yaanute Mpeabiay... Cnegyrow,.

O7 xoro: @ svkrex] @svik.mskgtu.cbr.ru

Koty Monyyatens JocTaenedo Ha agpec Pesynetat  Bpema

@ ADMSVK @ext-gate.sv...

Bpewms: 10:49:57 10 aer 2011 (GMT+04:00)

Browenws: |53 10 2007 002,jpg (829 K&) [TIFF]
Tema: TEST

AckRequest=true

Bcero agpecoe:l Beero mseewennittl Joctasneno:l Hegocrasneno: Monyueno:0

Puc. 6
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[MprMep TeCTOBOrO M3BELLIEHNS HA COOBLLEHNE:

RECEIPT (=] B [

®aiin  [Mpaska Bwg Bcraska Cepewc  Cnpaska
2 X

L PR < G
Meuate ¥aanute

Oteetute  OteetuTe .. [epecnate OBpaBora..

© @

Mpeabiay... Cnegyrou,...

O xoro: @/ SVK-GATEWAY@ext-gate.svk.mskgtu.cbr.ru
Bpewms: 10:48:47 10 aer 2011 (GMT+04:00)

Broxetius: receiptxml (1 K&)
Tema: RECEIPT

CoobuieHwe Buino yenewHo obpabotano TpaHcnopTHeIM wakozom CBEK

WMHdopmauma o nociogHom coobleHnn: uma daidna: 23_10_2007 002jpg.

AapecHan MHOOPMALWMA MCIOAHOTO COOBLLEHWMA: NOrMUeckMid aapec oTnpaeuTena: svkrexl, nornueckid aapec nonydatens: ADMSVE.
Bpema dopmupoeaHna kKemTaHumin: 10:48:47, 10 aerycra 2011 r.

Bcero agpecos:l Bnoxenuitl

Puc. 7

3.2 WUcnonb3oBaHMe «npaBun Ansi COOoOLWeHnn»

Mepexon Ha B3ammoaeiicTeue ¢ LIb P® ¢ ucnonb3oBaHneM npoTtokona SMTP ans nonb3oBaTenei, yxe
ucnonb3ylowmux nporpaMMy RexFLY B KauyecTBe MOYTOBOM MporpaMMbl O6MeHa COODOLLEHUSMU B
dopmate X.400, noTpebyeT BHECEHWUS W3MEHEHWA B WCMOSIb3yeMble MNpaBuna Ans 06paboTku
coobleHnii  (hbopMUpOBaHUS, NpueMa W Ap.), KOTOpble WCMOMb3YTCS AN aBTOMATU3auun
¢hopMmpoBaHMs 1 OTNpaBKU COOBLLEHMI, COPTUPOBKM BXOASILLEN KOPPECTOHAEHLMN U NMPOY.

HoBas Bepcus nporpamMmbl RexFLY obecnieumBaeT «Msirkuin» nepexol oT obMeHa CoobLIeHMsIMU C
MITY LB P® B chopmaTte X.400 k 06MeHy cooblueHnsiMm B copMaTe RFC-822 (SMTP), nossonsitoLumit
Mo/Sib30BaTeN0 HayaTb MCMONb30BaTb NPOrpaMMy MpPaKTUYECKM HE BHOCS M3MEHEWI B CyLLEeCTBYOLME
npaswna.

3.2.1 MMpaBuna chopMmmpoBaHMA COOOLEHNN

Ecnn Bbl Bbibpanu BHOBb 3apermcTpUpoBaHHYO ydeTHylo 3anmcb ans pabotel ¢ CBK B Kavectse
y4YeTHOM 3anucu ansa pabotsl MO YMOJTYAHUIO, To

yXXe co3faHHble B nporpamMe RexFLY u ucnonb3yemble Bamu rpasuia a19 @opmupoBaHns w
oTnpaBku coobuieHnin X.400 6yayT aBTOMaTUUYECKU MHTEPMNPETUPOBATLCS MPOrpaMMon ANs Co3aAaHms
M OTNpaBKK COOOLLEHNIN B HOBOM chopMaTe.

Mpn 3TOM BMECTO aApecoB nonyyaTene, ykasaHHbIX B rpasuiax ¢opmuposaHus B popMate X.400, B
ncxopswme cooblweHms 6yayT aBTOMaTMYeCKM MOACTABAATbCS COOTBETCTBYKOLWIME MM agpeca
nosilyuatesied B HOBOWM cucTeMe (B COOTBETCTBME C BXOASIUMM B AUCTPUOYTMB MporpamMmbl aitniom
COOTBETCTBUSI aapecoB - x400toemail).
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TMpnumeyaHms.

1. 370 aBTOMaTU4eckoe npeobpazoBaHue byaeT BbIMNOAHATLCA AN BCEX CO34aBaeMbIX
COOBLLEHMIA C UCTOSIb30BAHWEM TOJbKO TEX /1PaBM/1 (POPMUPOBaHHS], B KOTOPbIX B KaYeCcTBe
OTnpaBuTens 3agaHa yyeTHas 3anmcb N0 YMOTHYAHUIO.

[nsa Tex npasui, B KOTOPbIX B kKA4YeCTBe OTNpaBUTENS BblbpaHbl SBHbIE YYETHble 3anucy U3
cnuncka nmerowmxcs (He MO YMOTHAHUIKO) - aBToMaTnyeckoro npeobpasoBaHuns
BbINOMHATLCS He byaerT.

2. TosToMy ansi Toro, Ytobbl aBTOMaTUYECKOE NPeobpasoBaHMe COOBLLIEHNI 1 aZipecoB
BbINOMHSANOCh U ANS TaKWUX 1IpasBusl GopMupoBaHmns — B HAX HEOBXOAMMO SIBHO yKas3aTb B
KayecTBe y4eTHOM 3anncK OTMPaBnUTeNs - YYETHYIO 3anuch, Co3aaHHy Anst paboTsl ¢ CBK
(ucnonb3ytowyto TMn TpaHcnopta SMTP/POP3).

3. HecMoTps Ha TO, YTO MporpaMMa MMeEeT BO3MOXHOCTb aBTOMAaTUUYECKON MHTEprpeTaLmm
CYLLECTBYIOLWMNX 1DaBm/1 QQOPMUPOBAHMS , HACTPOEHHbIX ANs Co34aHua coobuleHmin X.400, Mbl
pekoMeHayeM Bam B npouecce ee MCnonb30BaHMs NOCTENEeHHO nepenucaTb 3T Npasuna
y4eToM npaswn obMeHa.

3.2.2 MpaBuna o6paboTKM BXoAsLMUX COOOLIEHUN

ObpallaeM Balle BHMMaHWe Ha TO, YTO AN aBTOMATMYECKOW 06paboTKM BXOASALMX COOBLUEHMA U3
CBK Bam HeobxoauMo 6yaeT co3faTb HOBbIE /paBu/ia A/ MPUHATBIX COOBLEHMA VNN UBMEHUTb
CyLLeCcTByOlWME C YYETOM TOro, 4YTO NPV MCMONb30BaHMM OBMeHa C HOBbIM TUMOM TpaHCNopTa
SMTP/POP3 niobble Bxogswme coobwenns m3 CBK (u3BeweHns o6 otpaboTtke, coobuieHns ¢
HOPMaTVBHOW MWHGOpMaumen u npod.) 6yayT coaepxaTb aapeca oTnpaBuTenel B WHTepHeT —
¢dopmaTe, a He B dopmaTte X.400.

Ans MMHUMKM3aUMKM Balumx ycunui, cBsizaHHbIX C CO3AaHNEM/KOPPEKTUPOBKON ripaBusi 4715 COOOLEHMUH
U COAEPKUMOIro aapecHou KHuru B miporpaMmme RexFLY, Mbl nmpeanaraeM Bam BOCMosfib30BaTbCs
CepBUCOM/MEXaHM3MOM NPOrpaMMbl — «KOHBEPTOP afpecoB 1 npasun» (CM. pasgen 5).

C nomoLLblo 3TOro MexaHusMa Bbl cMOXeTe B ABa knvka Npeobpa3oBaTh BCE 3aAeiCTBOBaHHbIE ANs
obmeHa ¢ MITY UB P® agpeca B dopmate X.400 B COOTBETCTBYIOLWME UM aapeca B copmare
NHTEepHeET.
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4 OCOBEHHOCTWU
yctaHoBku All REXFLY (c Bepcun 2.0.83) ansa
nnatdopm Windows Vista, Windows 7 u T.n.

[Ons koppekTHOW paboTbl Al B Taknx OC HeobxoanMMo b0 OTKIOUNTE KOHTPOsb YUYETHbIX 3anucen
nonb3oBatens (UAC) nmbo HasHauuTb 4epe3 npoBogHMK Windows ansi HEKOTOPbIX MCMOMHSAEMbIX
(haltnoB CBOVICTBO — «3ar1ycKaTe OT UMEHM GAMUHUCTPATODAY.

OTK/IIOUYEHNEe KOHTPOJISl YUYETHbIX 3anucei Npov3BOANUTCS Yepe3 «MaHeNb YrNpaBieHus», BblIbop
MyHKTa <«y4yeTHble 3anucyu Monb3oBaTener». B MOSBMBILEMCS OKHE BbIOMPAEM <M3MEHeHue

NapaMeTpOB KOHTPOS YYETHbIX 3arnvcelt Nonb3oBaTenen». B NosBUBLIEMCS OKHE ABWraeM Mos3yHOK
BHM3:

r

%) MapameTpsbl yNpasneHua YUeTHLIMIK 3aNHcAMM NoAb30BaTenei =RACE X

HaCTpOﬁKa BblAauM yBe,ﬂO\‘U'IeHMﬁ 0 BHOCMMBbIX B KOMMNBKOTED M3MEHEHWAX

KDHTpDﬂb )“-IETHbIXSHI'IMCEﬁ NOMOT3ET NPEA0TERATUTE U3MEHEHWA, EHOCUMEIE B KOMNEHITED NOTEHLWANEHD
ONacHBIMKW NporpammMarin,
{loapoBHEE 0 NaPAMETPAX KOHTPOAA YHETHBIX 3aNUCEf

Becerga yeegomnate

Hm(om,a HE YEEAOMAATL B CAEAY WX CAYYaAX:

®  [lonbiTky Nporpamm yCcTaHoBMTE NPorpamMmMHoE
oBeCneyeHe AN BHECTH M3MEHEHWA B KOMNBHOTED

*  |smenenne napamerpos Windows nonsscearenem

m

- - (’ He pexomengyerca. BeiBupaiite 3T0T BEapUaHT,
TONBKO ECAIN HYKHO WCMOB30EAT NPOrpamubl, HE
cepTrdrunpoBanHbie 2na Windows 7, Tak kak oHK
HE NOALEAMBAIOT YNPABNEHME YHETHBIMMN 32MUCAMK

o Nob30EATENE,

Hukoraa He yeeaomnaTe

[ 1 0K ]| OTmeHa

Puc. 8

Ecnm no kakum no6o npuumMHaMm Bbl He rOTOBbl OTKJIHOUYWMTb KOHTPO/b YYETHbIX 3anuceit, Bam
HeobxoauMo B6yZeT BbIMOMHUTL Cleaytolwme AeNCTBuS:

1) o 3aBepLIeHNM YCTaHOBKM AreHTa Mnosib30BaTensi He BbibunpaiTe «3anyctuTb RexFly...»
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{77 Ycranoeka RexFLY 2.0.83 IEl_l_J

3aBepiluieHue paboTel MacTepa
ycraHoBkm RexFLY 2.0.83

YeraHoska RexFLY 2.0.83 spinonHeHa.

HamemuTe KHomky "ToToB0"™ AN BeIXOAE M3 MPOrpaMMel
YCTIHOBKH.

| < Hasaa |[ loToBOD OTMEHS

Puc. 9

2) W3MeHWTe CBOWCTBaA 3aMnycka Cneaylowmnx UCNoHseMbIX (ainoB AreHTa nosib3oBaTens
RexFLY (cM. Tabnuuy):

Umsa daitna Mytb
Ua.exe «[anka yctaHoBkn RexFly»\
UaTran.exe «Manka ycTtaHoBKN RexFly»\
OpenVpn.exe «[anka yctaHoBku RexFly»\vpn
tapinstall.exe «[Manka ycraHoBku RexFly»\vpn\drv32
tapinstallwiné4.exe «[Manka yctaHoBkn RexFly»\vpn\drve4

YT0bbl M3MEHMTb CBOWCTBA 3arnycka MCrofnHseMoro daiina HeobxoauMo B MPOBOAHMKE
BblI6paTb yKasaHHbIM haiifl, B KOHTEKCTHOM MeHIO BblGpaTb MYHKT «CBOWCTBA..», WU Janee B 3aKiagke
CoBMecTUMOCTb A1 MapaMeTpa YpoBeHb NpaB OTMETUTb «BbIMONMHATL 3Ty MPOrpaMMy OT MMEHM
aAMUHUCTpaTOpa», HanpuMep:

r 5
4, Ceoiicrea: UATran Iﬁ

MNogpoGHo I Mpegs1aywme Eepean
OBwme CoMmecTUMOCTE BesonacHocTs

Ecnu nporpamma yonewHo patoTana c Gones paHHen sspoved
Windows, a cefiyac BO3HWKAIOT NPOBNEMEI, BEIGEDKTE DEXAM
COBMECTMMOCTA C STOM Gonee paHHeR Bepcuei.

Cnpaeka no BelBopy NapamMeTpoB
Pexam coemecTaMocTi

JanycTMTE MPOrpaMMy B PEXMME COBMECTAMOCTH C:

Windows XP (nakeT oSHoEneHMA 3)

MapameTpel
Wenonssosams 256 usetos

Mo, DTS rrarTe e e —

| —
OTKNHOUTE BUSYENEHOS OPOPMAEHWE
| OmeniounTs KomMnosuumio paiouero cTona
— "

CmeniounTe MacLTaEMPOEaHWE WZ00DEXEHWA NpK
EEICOKOM PA3PELWEHAN SKPaHa

YpoBeHE Npae

|E‘§' MSMEHWTL NapamMeTpel ANA BCeX NoNL30BaTened |

[ QK ] | CmveHa | | MpHMEHATE

Puc. 10
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5 NMPEOBPA3OBAHUE
aapecoB hopmarta X.400 B agpeca UHTepHeT -
¢dopmarta (RFC-822) B HacTtpoukax All RexFLY

MexaHn3M aBTOMaTM4eCKOM 3aMeHbl agpecoB dopmaTa X.400 Ha agpeca UHTepHeT — copmaTa (Email)
npegHas’HayeH B MNEpPBYHO ouepeab ANA aBTOMaTM3auMum npeobpasoBaHuMsa yxe
CYLLEeCTBYIOLMX NPaBuUI 471 COOBLIEHN U aAPEeCHOW KHMKKM, OpPYEHTUPOBAHHLIX Ha paboTy ¢
cooblueHnaMm X.400 npu obmeHe ¢ MITY LB PO, npu nepexoze Ha HOBbIM nopsinok o6MeHa ¢ CBK
MITY LB P®, npeaycMaTpuBatoLMii UCMONb30BaHWe NpoTokosioB SMTP/POP3.

B cnyuae, ecnm B All RexFly Bbl 3aganv HOBYKO YYETHYHO 3anmMCb C napaMmeTpaMu ans paboTtbl no
SMTP/POP3 (cM. pa3aen 2), - B MeHio <CepBWC> NOSIBUTCSI HOBbIM NMYyHKT «[peobpa3oBaHne aapecos
X.400 - > E-mail».

[ns aBTOMaTU4YecKol 3aMeHbl aapecoB BbIbepuTe NYHKT MeHio CepBuc - > [Ipeobpa3zoBaHune
agpecos X.400 - > E-mail.

Cepsmci CocBuweHne Cnpaeka

JocTaenTe oYty r

CreHa napona.,

DopMUPCEEHWE CTYETCE r
AjpecHanA KHWME...

JoBaenTe oTNPABNTENA B 3APECHYHD KHWTY

Mpaewna gna cooBleHni...

OBHyAWTE CYETYMKN NPAENA

YueTHbIE 2aNKCK...
Hactpofiika Bazel cooBLUeHWi..,
TpaHcnopTHelE HACTPORKW...

MNapameTpel...

(?penﬁpamsame agpecos XA400-=5MTP >

Puc. 11

B npeanoxxeHHOM Aanee nporpaMmolt 6510ke avanora «/jpeobpazosanme agpecos X.400 - > Email»
BblbepUTE 3aknagky Ans npeobpa3’oBaHUS adpecoB A4S COOTBETCTBYIOWIEN YacTM HaCTpoek
nporpamMmbl, Hanpumep «B npaBunax ¢)opMMpPoOBaHUA COOBLLEHNIT> .
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B npasunax dopmiposania cooblueriil | B AnpecHoli KHUME 1 B WafinoHax Npasun ofpaBoTii BX0AALMY W MCKOAALLIMX
e —
OUMCTHTD B

Appec dopuata X400 Aapec doprata E-mail YYETHEA 3...
S=5VK-GATEWAY N0 YMON4...
S=admsvk ADMSVE @ext-gate.svk.mskatu.cbr.ru <10 YHOMY. ..
S=alexeyk <Mo yMonY...
C=RU;A=INFOMAIL;P=MMBGUCERF; 0 =GIUCERF;0U1=P.., ROSFINAD@ext-gate svk.mskgtu.cbr.ru <N0 YMONY...
| MpeobpazoBate ‘ OTKATHTE Hasad...

OK l [ OTtmeHa

Puc. 12

Ecnv B HacTpoiikax Baluelt nporpamMMbl MMelOTCA npaBuia Ans (hopMUPOBaHWUS  COOBLLIEHWIA,
cogepxalme agpeca B dopmate X.400, kotopblie npu obmeHe ¢ CBK MITY UBb P® gomkHbl 6biTb
npeacTaBieHbl B ApyroM — «MHTepHeT — hopMaTe», NporpaMMma BblAACT CMMCOK, COCTOSILLMMN U3:
e umMetowmnxcs agpecos X.400 ana npeobpasosaHus (none «Agpeca dopmata X.400»),
e peKkoMeHAyeMblX AN 3aMeHbl agpecoB dopmata Email (none «Agpec popmata Email»),
e WMEH YYETHbIX 3aMWCe, 3aaHHbIX B NMpaBunax, CoAEp>KaLlUMX COOTBETCTBYIOLLMIA aapec
X.400.

Mo cy™ — 3T0 cnucok ¢opMyn NpeobpasoBaHus, MO KOTOPbIM NporpaMMa 3aMeHWuT agpec dopmata
X.400 B cywecTsyoweM B All rpasuie @opmupoBaHMus coobLyeHmi Ha TNpeanaraeMblii agpec
opmaTa Email, a Takoke 3aMEHUT UMS YUETHOWN 3anMCK OTNPaBUTENS B J@HHOM MNpaBuIe.

3HauYeHNa Nonen KaXao CTpokun Bbl MoXeTe M3MEHUTL MO CBOEMY YCMOTPEHUIO.
B cnyyae, ecn B none «Agpec dopmaTta Email» HeT pekomeHayemoro Ans 3aMeHbl ajpeca, Bam
Heo6xo0AMMO ero 3a/1aTb WU YAANUTbL BCIO CTPOKY M3 CNNCKA AN BbINOMHEHUS Npeobpa3oBaHus.

[Ans po6aBneHus HOBOW CTPOKM A/t Npeobpa3oBaHNs afipeCcoB UM BHECEHUS U3MEHEHMI B NoNs
CMUCKa [ABAXAbl KIMKHUTE MbILIKOW MO MyCTOW MM CyLLECTBYIOLLEN CTPOKE U B NOsIBUBLUEMCS 610Ke
Avanora 3aaaiite TpebyeMble 3HaUeHUs COOTBETCTBYHOLLMX MONEN, Hanpumep:
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Beepgute cooTEETCTEME dfipecoB:

Apnpec dopmata X.400: | S=admsvk |

Apnpec dopmata E-mail: ‘ ADMSVK @ext-gate. svk.mskgtu.cbr.ru |

YUYETHaA ZanKck | <MN0 YMONYaHW > w

O i [ Cancel ]

Puc. 13

PesynbTtaTom paboTbl Mporpammel Ana AaHHOro npumepa 6yaeT cnegyiollee npeobpasoBaHue:

e B npaBwuiax GopMMPOBaHUS COOOLLEHNI, CoaepXKaluMX aapec nony4datens B oopmate X.400
S=admsvk , 3T0T agpec 6yaet 3amMeHeH Ha agpec admsvk@ext-
gate.svk.mskgtu.cbr.ru, a B kauecTBe yUyeTHOW 3anncu, oT KoTopon byaeT
dopmMmpoBaTbca coobuieHne, byaeTt ¢purypmpoBaTtb y4eTHas 3anmcb, BbibpaHHas no
YMOTYAHMUIO.

Mocne Toro, Kak Bbl BHecnn TpebyeMble M3MEHEHWSI B CMWUCOK MPeo6pasoBaHWsl HAaXMUTE KHOMKY
<MNpeobpazoBaTb>. Ecnn B Cn1cke NpUCYTCTBYIOT CTPOKM, B KOTOPbLIX HE 3aZlaHbl aapeca Anst 3aMeHbl,
nporpamMMa BblAacT coobLIeHWe CrieayroLLero Buaa:

RexFly [5__<|

L] E He BCE MpaBble YaCTH NPABKN NpeobpasoEaHMA SananHeHb!!
L

Puc. 14

Ypanute Takne CTPOKM U HaxkMuTe KHomnKy <[MpeobpasoBaTb> eLlle pas.

MoaTeepanTe HaMepeHue NpeobpasoBaTh aApeca B OTBET Ha CMIEAYIOLLEE COOBLLIEHNE NPOrpaMMbl;

! Mocne I'I|:IEDE|:I33DBEHIJ'IF| Bel MOMETE B MO0 MOMEHT BOCCTAHOEMTE MCXOAHOE COCTOAHME HacTpOEK MO KHOMKE "OTKaTWTE Hazaa”™

': Celuac E}'II,ET EBINONHEHD HDEDEDEBDBEHME B COOTEETCTEMM C 3aAaHHBIMK Barmu YCNOBHMAMK,

MpoaomuTe?

m‘a i ’ Het ]

Puc. 15

Mocne BbiNoHeHNs Npeobpa3oBaHus 6yaeT BbiAaHO COOBLLEHME CleayoLero Buaa:
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RexFly ['5_(|

\ ]_) MpeobpasoBaHe SABEPLIMNOCE YCMELHO,

Puc. 16

Bcakuit pa3 nepen npoueaypoit npeobpasoBaHMs MporpaMMa CoxXpaHsieT npoduib U3MEHSEMbIX
[aHHOW npouesypolt TEKYLMX HAacTpoeK, K KOTOpbIM Bbl MOXETe BepHYTbCSl, HaXaB KHOMKY
<OTKaTUTb Hasad..> W BbibpaB COOTBETCTBYIOWIYIOD YKa3aHHOMY BpPEMEHW COXPAHEHHYHO
KOH(MMrypaumio HaCTpoeK NpaBui U aapecHoO KHUMM, HanpuMep:

OTHaTMTRL Hazag.. |

CNMCoK CcoXpaHeHHBIX KO
3APECOE ¥ NPaBun:
28.10.2011 16:44:32
28.10.2011 16:49:25
28.10.2011 17:17:17
28.10.2011 17:42:57
31.10.2011 17:01:24
31.10.2011 17:10:41
01.11.2011 13:18:44
01.11.2011 13:24:56
01.11.2011 13:27:09
01.11.2011 13:34:55
01.11.2011 13:46:36
01.11,2011 14:32:32

0L1L2011 150418 >

| SaKpeiTh

Puc. 17

Mocne noaTBeEpXXAEHUS HAMEPEHMS] BOCCTAHOBUTb HACTPOMKM B OTBET Ha COODLUEHME MpOorpaMMbl Anst
[aHHOro npuMepa 6yayT BOCCTaHOB/IEHbI HAaCTPOEK MPaBWUN WU aAPECHOM KHWUMM, COXPAHEHHbIE MpU
npeobpasoBaHuK, BbinonHeHHoM 01.11.2011 15:04:19:

T "j Bel cobMpaeTeck BOCCTEHOBMTE MHOPMALMKD 0 MPEBMNaX M agpecHyro KHury oT 01,11,2011 15:04: 19, Bbl COrnacHb!?
L]

| ma | e |

Puc. 18

Mpoueaypa npeobpa3oBaHNs agpecoB ANsl aRPECHOW KHUIMM 1 nNpaBun 06paboTku BxoAasLMX U
UCXoaAaLWMX COOobLIEHMI MPOM3BOAMTCS Yepe3 COOTBETCTBYIOWYIO 3aknagky Onoka Aawanora
<llpeobpazosanne agpecos X.400 - > E-mail> (puc. 19) aHanormyHo npeobpa3oBaHuio Ans NpaBu
cpopMupoBaHus cOO6LLEHNA.
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lpeo6pazosanme aapecos X.400 -> E-mail

| B npasMnax QopMHpOEaHHS COBLLEHMI | B anpecHoll KHWre W B wabnoHax npasrn ofpaboTkM BX0AALMK W MCKOA ALK

[ OYMCTHTE BCe ]

Appec dopmaTa ¥.400
C=RL;A=INFOMAIL;P=MMBGUCERF;Q=GUCERF;0U1=P,.,
COTCHET CRYFT
OTCHET MIFNS
C=RLU;A=INFOMAIL;P=MMBGUCBRF;0=GUCERF;5=CRYPT
C=RU;A=INFOMAIL;P=MMBGUCBRF; 0 =GUCERF;OU1=P...
C=RL;A=IMFOMAIL;P =MMEGUCERF;0=GUCERF;0U1=P,.,
OTCHET FZ115
C=RU;A=INFOMAIL;P=MMBGUCBRF;O=GUCERF;OU1=P...
OTCHET FTS
C=RL;A=INFOMAIL;P=MMBGUCERF;Q=GUCERF;0U1=P,.,
S=SVK-GATEWAY
S=admsvk
S=alexeyk

Aapec dopraTa E-mail

CRYPT @ext-gate.svk.mskgtu.cbr.ru
MIFMNS @ext-gate.svk.mskgtu.chr.ru
ROSFIMAD @ext-gate.svk.mekgtu.cbr.ru
FZ115@ext-gate.svk.mskgtu.cbr.ru
FT5@ext-gate.svk.mskatu.cbr.ru

ADMSVK @ext-gate.svk.mskgtu.cbr.ru

| MNpeobpasosaTh ‘

OTKaTHTe Hasad...

Puc. 19



